Expiwell DATA PROCESSING TERMS

EXPIMETRICS, INC.

General Data Protection Regulation
Contract to Append to Existing Agreements

ARTICLE 28(3)

The Contract is made between Expimetrics, Inc. d/b/a ExpiWell and the Customer whose
signature appears below. It appends the terms of an existing Agreement to satisfy the
requirement of the GDPR Article 28, Section 3, that governs the processing of EU Personal
Data.

I Witnesseth

“Agreement” means, as between the Parties, either a Master Services Agreement (and
referenced appendices, links, and addenda) or the ExpiWell Terms of Service
(https://expiwell.com/tos), whichever is applicable.

“Contract” means this Contract that will append existing Agreements for purposes of
complying with the GDPR Article 28, Section 3.

“Customer” means you, a current ExpiWell customer pursuant to the terms of the Agreement,
as the Data Controller.

“ExpiWell” means Expimetrics, Inc. d/b/a ExpiWell, as the Data Processor.

“GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data (commonly known as the General Data Protection
Regulation) and enforced as of May 25, 2018.

“Party” mean either the Customer or ExpiWell.
“Parties” means collectively the Customer and ExpiWell.

Capitalized terms not defined herein or in the Agreement mean those specific definitions in the
GDPR, Article 4.

11 Applicability of this Contract

In reviewing the current Agreement between the Parties, each Party believes that the current
Agreement materially satisfies the majority of GDPR requirements. In addition, the GDPR falls within
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the scope of the applicable laws as references in the Agreement. However, to ensure compliance
with GDPR, the following terms herein are appended to the Agreement.

Use of this Contract is voluntary and is meant to enable the Customer to comply with the Article 28,
Section 3 obligation. If the Customer chooses to sign this Contract, it becomes a legally binding
instrument.

111 ExpiWell Obligations

As between the Parties, and pertaining to ExpiWell as the Data Processor and the Customer as the
Data Controller, ExpiWell shall:

a. Comply with applicable Articles in the GDPR;

b. Only process Personal Data per the Agreement or other Customer written instructions (unless
required by law to act without such instructions);

c. Ensure the ExpiWell employees who may be in contact with Personal Data are properly
vetted and have binding confidentiality obligations that ensure that all Customer’s Personal
Data remains confidential;

d. Only transfer Personal Data to a Third Party with the prior consent of the Customer;

e. To the extent any processing or sub-processing of Personal Data takes place in any country
outside the EEA, ensure that the transfer is subject to an appropriate transfer mechanism,
being either an adequacy decision under Article 45 or appropriate safeguards under Article
46 (including the European Commission’s Standard Contractual Clauses); EU-region hosting
is available so that Personal Data of Customers who select it remains within the EEA;

f. Require that sub-processor(s) adhere to at least the same security standards as ExpiWell
does in relation to processing Personal Data, and be responsible for the sub-processor(s);

g. Describe the categories of sub-processor(s) it uses to process Personal Data in its online
privacy statement (https://expiwell.com/privacy), and make a current list of such sub-
processor(s) available to the Customer on request;

h. Send a notification to the Customer at least thirty (30) days in advance of any changes to
sub-processors, and if the Customer has a reasonable objection to any new or replacement
sub-processor, it shall notify ExpiWell in writing, and the Parties will seek to resolve the
matter in good faith;

i. Provide reasonable assistance to Customer in responding to a Subject Access Request
provided that Customer is unable to access their ExpiWell account;

j. Taking into account the state of the technology, the costs of implementation, the nature,
scope, context, and purpose of the Processing, and risk of likelihood and severity implicated
with respect to the data subject, implement appropriate technical and organization measures
to ensure a level of security appropriate to the risk, which may include: encrypting Personal
Data; maintaining the ongoing confidentiality, integrity, availability, and resilience of
processing systems and services; having the ability to restore access to personal datain a
timely manner in the event of a physical or technical incident; regularly test, assess, and
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evaluate the effectiveness of technical and organizational measures of ensuring the security
of the processing;

k. Enable the Customer to download and/or delete all Personal Data in its account at any time,
and thirty (30) days post termination of the Agreement;

1. Within ten (10) business days from Customer’s written request, make available relevant
information regarding its data processing activities in the form of a security paper trail;

m. Notify the Customer’s account owner and designated administrator contact(s) within forty-
eight (48) hours of an actual data breach caused by ExpiWell's actions or inactions and
involving Customer’s Personal Data;

n. Provide reasonable assistance to the Customer with data protection impact assessments
and prior consultation with supervisory authorities under Articles 35 and 36, taking into
account the nature of the processing and the information available to ExpiWell;

o. Allow for and contribute to audits, including inspections, conducted by the Customer or
another auditor mandated by the Customer, no more than once in any twelve (12) month
period (or more often where required by a supervisory authority), on reasonable prior written
notice and subject to ExpiWell's confidentiality and security requirements;

p. Immediately inform the Customer if, in ExpiWell's opinion, an instruction from the Customer
infringes the GDPR or other applicable data protection law.

v Details of the Personal Data and Processing Activities

1. As ExpiWell provides flexible and self-service products, specific details and subject matter of
what Personal Data will be collected by the Customer are solely determined by the Customer
and may vary at any time. In addition to the terms set forth herein, the instructions given by
the Customer to ExpiWell are those commands entered by Customers’ users in the Services.

2. The duration of the processing will be until the earlier of (i) expiry or termination of the
Agreement, or an order specifying the ExpiWell Services; or (ii) the date upon which
processing is no longer necessary for the purposes of either Party in the performance of its
obligations under the Agreement and when the Data Controller delete all its Personal Data as
required in the Contract.

3. The nature and purpose of the Processing is to provide general research software services.
v Security Controls

The Processor shall implement and maintain security controls and measures necessary to protect
Personal Data from unauthorized access, loss, destruction, or disclosure consistent with industry
standard security measures (including with response to personnel, facilities, hardware, and software,
storage, and networks, access controls, monitoring and logging, vulnerability and breach detection,
incident response, encryption of Personal Data while in transit and at rest, and any other
organizational and technical measures necessary to protect against unauthorized or accidental
access, loss, alteration, disclosure, or destruction of data).
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vi  Customer Obligations and Acknowledgement

1. The Customer shall comply with applicable Articles in the GDPR.

2. The Customer acknowledges that during its performance of providing the Services, ExpiWell
does not require or intend to access Customer data in any specific way including, but not
limited to, Personal Data or any information of the Customer’s clients that constitutes
Personal Data. Any exposure to Personal Data will be random, infrequent, and incidental to
the provision of the Services and is not meant for the specific purpose of accessing,
managing, creating, or manipulating Personal Data.

3. The Customer acknowledges that: a) it is solely responsible for what data are collected, for
what purpose, from whom, and when to delete; b) no data are classified; c) all data are
processed equally without regard to its meaning or intent; and d) it is solely responsible for
users who access Services, and to ensure the user accounts have strong passwords.

4. The Customer will delete all Personal Data in its ExpiWell account(s) within thirty (30) days
following the later of the termination of: (a) the Agreement; (b) Service Orders; or (c) any
other agreement that eliminates Customer’s use of the Services.

5. The Customer will notify ExpiWell if it intends to notify a supervisory authority regarding its
use of the Services or if it intends to mention ExpiWell by name, provided such notification is
allowed by the GDPR.

viz Contract Terms

Notwithstanding anything in the Agreement, this Contract amends the existing Agreement and the
terms included herein are incorporated into the Agreement.

This Contract is with prejudice to the rights and obligations of the parties under the Agreement,
which shall continue to have full force and effect. In the event of any conflict between the terms of
this Contract and the terms of the Agreement, the terms of this Contract shall prevail so far as the
subject matter concerns the processing of Personal Data.

This Contract may not be amended except in writing signed by authorized representatives of both
Parties. The Contract will be executed by the Parties electronically and in counterparts, each of
which shall be an original and all of which together shall constitute one and the same instrument.

This Contract shall become effective on the date it has been executed by both parties.

NOTICES

Notices under this Contract shall be given in writing to ExpiWell at Expimetrics, Inc. d/b/a
ExpiWell, 9921 Carmel Mountain Rd. #2, San Diego, CA 92129, USA, or by email to
privacy@expiwell.com, and to the Customer at the contact details held in its ExpiWell account.
ExpiWell’'s Article 27 representatives are Ametros Ltd (Unit 3D, North Point House, North Point
Business Park, New Mallow Road, Cork, Ireland) for the European Union and Ametros Group Ltd
(Lakeside Offices, Thorn Business Park, Hereford, England HR2 6JT) for the United Kingdom,
each reachable at gdpr@ametrosgroup.com.
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viiz Signatures

EXECUTED BY AND ON BEHALF OF

Expimetrics, Inc.

Signature

Name

Title

Date

EXECUTED BY AND ON BEHALF OF

Customer

Organization Name

Signature

Name

Title

Date

Email
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